Enable Renote Dd in Access For G oups usi ng NPS

To enable re note access by wsing the re note access

properties of auser account

1

Ineither Local Wers and Groups on a stand-al one conputer, o in Active Drectory
Wsers and Go nputers on a ne mber of a domain right-dickthe user account and then
click Properties.

Select the Dd-intah

Inthe Net work Access Per mission section select All ow access.

If you have the appropriate hardware support and want to restrict the user to calling from
only an approved phone nunber, select \erify Cidler-1Dand erter the phone nunber.

If you want the renote access server to call the user back to conplete the connection
configure the appropriate Gl back Qption

If you want the conputer to use a specific IP address instead of havingthe RRAS server
allocate the address tothe conmputer, select Assign Static IP Addresses, and then dick
Static 1P Addresses to configure the address that you want to use.

If you need to configure the connection wth specific static routes to enable access to
certai n net wor k resources, then select Apply Satic Routes, andthen click Satic Routes
to configure the routes that you want to use.

To enabl e re note access by using an NPS re note access

net work policy

1

2
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On the conmputer running NPS in Server Minager, expand Net work Policy and Access
Serwvices, expand NPS expand Polides, andthen click Net work Polidies.
Inthe Actions pane, dick New

The New Net work Policy wzard appears.

Type a nane for the pdicy, for exanple, Grant Access to M nbers of

CorpRe note Access Lsers Group.

For Type of network access server, select Renote Access Server (WPN-Di a up), and
then click Next.

On the Specify Gonditions page, dick Add

On the Select conditiondialog box, select Wer Groups, andthen dick Add

On the Wer Groups dalog box dick Add Groups, type or browse tothe group you
want to add, andthen click OK

The domai i/ group nane appearsinthe Wer QGroups dalog box
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Aick OK The Wer Groups condition wththe donai/ group nane appears onthe
Specify Qnditions wzard page.

Aick Next.

On the Specify Access Per mission wzard page, select Access granted and then dick
Ne xt.

On the Gonfigure Authentication Mthods wzard page, specifythe aut hentication
met hods to be used when this pdicyis usedto configure a connectiontothe RRAS
server. Wien you have sel ected and configured the nethods, dick Next.

#'Security Note

We recommend that you use only one of the EAP aut hertication nethods or Ms- CHAP-
V2

On the Gonfigure Gonstrai nts wzard page, specify paranetersthat you want to enforce
onthe connection For Idle Ti neout and Session Ti meout, the connection is dropped if
either ti neout val ue is reached For the ather constrairnts, the connection request nust
mat ch the configured parameter, o the connection atenpt isrgected Qick Next.

On the Qonfigure Settings wzard page you can configure Renote Authentication Dal-
In Wer Service (RAD US) attributes that are sert tothe dient to configure its use of the
connection If your net work uses Net work Access Pratection ( NAP) to help enforce

net work client health then you can configure the connectionto allow only li nited access
toarenediation server group urtil the dient is verified as conpliant wththe NAP
policy. You can also configure whet her the dient can use multipe connections to
increase available bandwidth and howthat bandwdthis nanaged Fnally, you can
configure IPfilterstorestrict net work traffic that can be sent or recei ved, the encryption
that is used for the connection and howthe dient recei ves its I P address confi gurati on
for the connection

Onthe Gonpleting New Network Policy wzard page, confir myour settings. Qick
Previous toreturnto any page to adust any settings. Qick Fnishonthis page when you
are done.

The pdicyis saved and appearsinthe Net work Policies list. The paicyis assigned a
Processing Qrder. Pdlicies are eval uatedinthe order shown inthis cdumm. The first
policyto match the conditions of the connection request isthe one usedto aut horize and
configure the connection Wien troubl eshoati ng connection fail ures, ensure that the
policy order is nat causing an unexpected paicyto be used



