
Enabl e Re mot e Di al i n Access For Gr oups usi ng NPS 

  

To enabl e re mote access by using the re mote access 

properties of a user account  

1.  In eit her Local Users and Groups on a stand-al one comput er, or i n Acti ve Di rectory 

Users and Co mput ers on a me mber of a domai n,  right-click the user account and t hen 

click Properties. 

2.  Sel ect t he Di al-i n tab.  

3.  In t he Net work Access Per mi ssi on secti on, select All ow access. 

4.  If you have t he appropriate hardware support and want t o restrict the user to calli ng from 

onl y an approved phone nu mber, select Verify Caller-I D and ent er t he phone number.  

5.  If you want t he re mot e access server t o call the user back t o compl et e t he connecti on, 

confi gure t he appropri ate Call back Opti on.  

6.  If you want t he comput er to use a specific IP address i nstead of havi ng t he RRAS server 

all ocat e t he address t o t he comput er, select Assi gn Static IP Addresses, and t hen click 

St atic IP Addresses t o confi gure t he address t hat you want t o use.  

7.  If you need t o confi gure the connecti on wit h specific static routes t o enabl e access t o 

certai n net wor k resources, then sel ect Appl y Static Routes, and t hen click Static Routes 

to confi gure t he rout es t hat you want t o use.  

To enabl e re mote access by using an NPS re mote access 

net work policy 

1.  On t he comput er runni ng NPS, i n Server Manager, expand Net work Policy and Access 

Servi ces, expand NPS,  expand Policies, and t hen click Net work Policies. 

2.  In t he Acti ons pane, click Ne w.  

The Ne w Net work Policy wi zard appears. 

3.  Type a na me for t he policy, for exa mpl e, Grant Access to Me mbers of 

CorpRe mot e Access Users Group.  

4.  For Type of net work access server, select Re mote Access Server ( VPN- Di al up), and 

then click Next.  

5.  On t he Specify Conditi ons page, click Add.  

6.  On t he Sel ect conditi on di al og box, select User Groups, and t hen click Add.  

7.  On t he User Groups di alog box, click Add Groups, type or browse t o t he gr oup you 

want t o add, and t hen click OK.  

The domai n/ group na me appears i n t he User Groups di al og box.  



8.  Cli ck OK.  The User Groups conditi on wit h the do mai n/ group na me appears on t he 

Specify Conditi ons wi zard page.  

9.  Cli ck Next.  

10.  On t he Specify Access Per mi ssi on wi zard page, sel ect Access granted, and t hen click 

Next.  

11.  On t he Confi gure Aut henti cati on Met hods wi zard page, specify the aut henticati on 

met hods t o be used when this policy is used t o configure a connecti on t o t he RRAS 

server. When you have sel ect ed and confi gured t he met hods, click Next.  

Security Note  

We recommend t hat you use onl y one of t he EAP aut hentication met hods or MS- CHAP-

v2.  

12.  On t he Confi gure Constrai nts wi zard page, specify para met ers t hat you want t o enforce 

on t he connecti on. For Idle Ti meout and Sessi on Ti meout, the connecti on is dropped if 

eit her ti meout val ue is reached. For t he ot her constrai nts, the connecti on request must 

mat ch t he confi gured para met er, or t he connecti on attempt is rejected. Click Next.  

13.  On t he Confi gure Setti ngs wi zard page you can confi gure Re mot e Aut hent ication Di al-

In User Servi ce ( RADI US) attri butes t hat are sent to t he client t o confi gure its use of t he 

connecti on. If your net wor k uses Net wor k Access Prot ecti on ( NAP) t o help enforce 

net wor k client healt h, then you can confi gure t he connecti on t o all ow onl y li mit ed access 

to a re medi ati on server group until the client is verified as compliant wit h the NAP 

policy. You can also configure whet her t he client can use multiple connections t o 

increase availabl e bandwidt h and how t hat bandwi dt h is managed. Fi nall y, you can 

confi gure IP filters t o restrict net wor k traffic t hat can be sent or recei ved, the encrypti on 

that is used for t he connecti on, and how t he client recei ves its IP address confi gurati on 

for t he connecti on.  

14.  On t he Co mpl eti ng Ne w Net work Policy wi zard page, confir m your setti ngs. Click 

Previ ous t o ret urn t o any page t o adj ust any setti ngs. Click Fi nish on t his page when you 

are done.  

The policy is saved, and appears i n t he Net work Policies list. The policy is assi gned a 

Processi ng Order. Policies are eval uat ed i n t he order shown i n t his col umn. The first 

policy t o mat ch t he conditions of t he connecti on request is the one used t o aut horize and 

confi gure t he connecti on.  When troubl eshooti ng connecti on failures, ensure t hat the 

policy order is not causi ng an unexpect ed policy to be used.  

 


